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“Today, “the internet provides 

previously unavailable ways of 

communicating with, stalking, 

and ultimately abusing 

[anyone].”  
-- Packingham v. North Carolina, 137 S. Ct. 1730, 1739-40 (2017).  



COMMON CYBER INCIDENT 
SCENARIOS

• Espionage & Surveillance

• Theft of Data

• System/Device Disruption & 
Destruction

• Extortion, Stalking and 
Threats

• Cyber-facilitated 
fraud/corruption/violence

• Disinformation campaigns

• Non-malicious incidents

• Demands for Data



NAVIGATING DISPARATE 
ROLES

• Victim

• Target of Government/Regulatory 

Inquiry/Enforcement

• Civil Litigant

• Subject of Media Scrutiny

• Repeat Customer with a Track Record



LAW FIRM ATTACKS – RIPPED 
FROM THE HEADLINES



MALWARE ATTACKS ON LAW 
FIRMS



Social Engineering Schemes –
The Business Email Compromise

The FBI’s Role, Cyber Mission, and Resources

Understanding the Cyber Threat Today

Spear Phish Example

Advanced Persistent Threats (APT)

Ransomware

Defense against the Cyber Insider



BUSINESS EMAIL COMPROMISES
TARGETING REAL ESTATE LAWYERS



BUSINESS EMAIL 
COMPROMISE

• FBI: $26 billion (US) losses 

2013-July 2019

• Financial Crimes Enforcement 

Network: 

• $9 Billion+ losses since 2016 

in financial sector

• Many are wire transfer fraud 

schemes, but also virtual 

currency payments, automated 

clearing house transfers, and 

gift card purchases.

• Targets are expanding into 

multiple sectors



WEAPONIZING LAW FIRM 
EMAIL SYSTEMS



REDACTION FAILS



CYBERSTALKING AND VIOLENCE

U.S. v. Matusiewicz (D. Del. 2015)

• 1st Cyberstalking Resulting in Death 
Convictions in the U.S.

• Stalking Campaign Involving:

• Internet and mail-based Defamation and 
Harassment

• Virtual and Physical Spying

• Extensive Use of Electronic Communications 
to Facilitate Stalking Campaign

• 3 Surviving Family Members Found 
Criminally Responsible for Victim’s 
Murder by Deceased Co- Conspirator

• Deceased Victim and Her 4 Children 
Targeted for Stalking

• All Defendants Sentenced to Life in 
Prison

• Convictions and sentences affirmed by 
Third Circuit



DELAWARE ATTORNEY 
CYBERSTALKING VICTIM



ETHICAL RULES 
RELATING TO 

DATA SECURITY



TECHNOLOGICAL COMPETENCE

Rule 1.1 – Competence –

• A lawyer shall provide competent representation to a client. 
Competent representation requires the legal knowledge, skill, 
thoroughness and preparation reasonably necessary for the 
representation.

• Comment 8 –

• [8] Maintaining competence. — To maintain the requisite 
knowledge and skill, a lawyer should keep abreast of changes in 
the law and its practice, including the benefits and risks 
associated with relevant technology, engage in continuing 
study and education and comply with all continuing legal 
education requirements to which the lawyer is subject.



CONFIDENTIALITY – RULE 1.6

Rule 1.6 – Confidentiality –

• (a) A lawyer shall not reveal information relating to 

the representation of a client unless the client gives 

informed consent, the disclosure is impliedly 

authorized in order to carry out the representation, 

or the disclosure is permitted by paragraph (b).

• . . . 

• (c) A lawyer shall make reasonable efforts to 

prevent the inadvertent or unauthorized disclosure 

of, or unauthorized access to, information relating 

to the representation of a client. 



COMPETENCE + CONFIDENTIALITY --“REASONABLE 
EFFORTS” – COMMENT 18

 “Reasonableness of the Lawyer’s Expectation of Confidentiality” 

– The sensitivity of the information.

– The extent to which the privacy of the communication is protected by law or 
by a confidentiality agreement.

– The use or failure to use special security measures required by client.

– Client’s informed consent to forgo security measures that would otherwise be 
required by this Rule.

 2 Important Caveats on “Reasonableness”

– Listed factors are non-exclusive.

– Whether a lawyer has an independent legal duty to comply with state and 
federal laws governing data security and privacy is “beyond the scope of these 
Rules.”



CONFIDENTIAL COMMUNICATIONS 
– COMMENT 19

• [19] When transmitting a communication that includes information 
relating to the representation of a client, the lawyer must take 
reasonable precautions to prevent the information from coming 
into the hands of unintended recipients. This duty, however, does 
not require that the lawyer use special security measures if the 
method of communication affords a reasonable expectation of 
privacy. Special circumstances, however, may warrant special 
precautions. Factors to be considered in determining the 
reasonableness of the lawyer’s expectation of confidentiality include 
the sensitivity of the information and the extent to which the 
privacy of the communication is protected by law or by a 
confidentiality agreement. A client may require the lawyer to 
implement special security measures not required by this Rule or may 
give informed consent to the use of a means of communication that 
would otherwise be prohibited by this Rule. Whether a lawyer may be 
required to take additional steps in order to comply with other law, 
such as state and federal laws that govern data privacy, is beyond the 
scope of these Rules.



ABA FORMAL OPINION 483
LAWYERS’ OBLIGATIONS AFTER AN ELECTRONIC DATA BREACH OR 

CYBERATTACK

• When a data breach is either suspected or detected, 

a lawyer must act reasonably and promptly to 

contain the breach, mitigate the damage, and 

notify clients.

• A data breach is a “data event where material client 

confidential information is misappropriated, 

destroyed or otherwise compromised, or where a 

lawyer’s ability to perform the legal services for 

which the lawyer is hired is significantly impaired 

by the episode.”



OTHER PERTINENT RULES

• Rule 1.4 & 8.4 – Communication & Honesty/Candor

• Rule 1.15 – Safekeeping property

• Rules 5.1 & 5.3 – Supervision



RULES 1.4 & 8.4 – COMMUNICATION & 
MISCONDUCT

• Rule 1.4 -- A lawyer shall:  

• (1) promptly inform the client of any decision or circumstance with respect 

to which the client’s informed consent, as defined in Rule 1.0(e), is required 

by these Rules;

• (2) reasonably consult with the client about the means by which the client’s 

objectives are to be accomplished;

• (3) keep the client reasonably informed about the status of the matter

• Rule 8.4 – It is professional misconduct for a lawyer to:

• * * * * *

• (c)  engage in conduct involving dishonesty, fraud, deceit or 

misrepresentation;



RULE 5.3 – RESPONSIBILITIES 
REGARDING NON-LAWYER ASSISTANCE

With respect to a nonlawyer employed or retained by or associated with a lawyer: 

(a) a partner in a law firm, and a lawyer who individually or together with other 
lawyers possesses comparable managerial authority in a law firm, shall make 
reasonable efforts to ensure that the firm has in effect measures giving reasonable 
assurance that the person’s conduct is compatible with the professional obligations of 
the lawyer; 

(b) a lawyer having direct supervisory authority over the nonlawyer shall make 
reasonable efforts to ensure that the person’s conduct is compatible with the 
professional obligations of the lawyer; and 

(c) a lawyer shall be responsible for conduct of such a person that would be a violation 
of the Rules of Professional Conduct if engaged in by a lawyer if: 

(1) the lawyer orders or, with the knowledge of the specific conduct, ratifies the 
conduct involved; or 

(2) the lawyer is a partner or has comparable managerial authority in the law firm in 
which the person is employed, or has direct supervisory authority over the person, 
and knows of the conduct at a time when its consequences can be avoided or 
mitigated but fails to take reasonable remedial action. 



ABA FORMAL OPINION 483 DATA 
BREACH NOTIFICATION OBLIGATIONS

• Lawyer must notify client of a data breach and keep client 
reasonably informed of investigative status.

• Relies on ABA Formal Opinion 95-398 (Confidentiality breach of computer 
or other service provider)

• Not clear if duty extends to former clients.

• Minimum disclosure:  “there has been unauthorized access to or 
disclosure of their information, or that unauthorized access or 
disclosure is reasonably suspected of having occurred.”

• “Lawyers must advise clients of the known or reasonably ascertainable 
extent to which client information was accessed or disclosed. If the 
lawyer has made reasonable efforts to ascertain the extent of 
information affected by the breach but cannot do so, the client must be 
advised of that fact.”

• Continuing duty to keep clients reasonably informed of material 
developments.



ABA OPINION ON ENCRYPTED EMAILS
FORMAL OPINION 477

• Attorneys must act competently and must take 

reasonable measures to protect client confidentiality 

in all electronic communications.

• What is reasonable should be determined on a case-

by-case basis.

• Factors to consider:

• the sensitivity of the information;

• the likelihood of disclosure if additional safeguards are not 

employed;

• the cost of employing additional safeguards;

• the difficulty of implementing the safeguards; and

• the extent to which the safeguards adversely affect the lawyer’s 

ability to represent clients (e.g., by making a device or 

important piece of software excessively difficult to use).



FORMAL OPINION 477

• “Using unencrypted email may be appropriate for 

routine or low sensitivity communications.”

• “[C]yber-threats and the proliferation of electronic 

communications devices have changed the landscape 

and it is not always reasonable to rely on the use of 

unencrypted email.”

• “[A] fact-based analysis means that particularly 

strong protective measures, like encryption, are 

warranted in some circumstances.” 
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STATE DATA 
SECURITY & BREACH 
NOTIFICATION LAWS



STATE DATA SECURITY LAWS

• 23 state and numerous federal laws with data security 

requirements

• Data security laws generally require businesses to:

• Maintain appropriate security policies, procedures and safeguards 

(encryption, least privilege, multi-factor authentication)

• Create an Incident Response Plan

• Train employees

• Oversee service providers

• Periodically assess risks 

• Monitor their programs

• Fund their programs

• Massachusetts requires a written information security program (WISP)



WHAT DO THEY REQUIRE?

• Implement and Maintain Reasonable 
Security Procedures and Practices:

• Businesses in Delaware must 
implement “reasonable procedures 
and practices to prevent the 
unauthorized acquisition, use, 
modification, disclosure, or 
destruction of personal information 
collected or maintained in the regular 
course of business.”



www.dlapiper.com

Center for Internet Security’s Critical Security Controls
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WHAT IS REASONABLE 
SECURITY?

Foundational Controls

• Email and Web Browser Protections

• Malware Defenses

• Limitation and Control of Network 
Ports, Protocols and Services

• Data Recovery Capabilities

• Secure Configuration for Network 
Devices, such as Firewalls, Routers and 
Switches

• Boundary Defense

• Data Protection

• Controlled Access Based on the Need 
to Know

• Wireless Access Control

• Account Monitoring and Control

Basic Controls

• Inventory and Control of Hardware 
Assets

• Inventory and Control of Software 
Assets

• Continuous Vulnerability Management

• Controlled Use of Administrative 
Privileges

• Secure Configuration for Hardware and 
Software on Mobile Devices, Laptops, 
Workstations and Servers

• Maintenance, Monitoring and 
Analysis of Audit LogsOrganizational Controls

• Implement a Security Awareness and 
Training Program

• Application Software Security

• Incident Response and Management

• Penetration Tests and Red Team 
Exercises

Recover

Respond

Detect

Protect

Identify

NIST Cyber Security 
Framework

ISO 27001/ and NIST 800 – 37 Rev 2 are 
included by reference to the NIST 
Cybersecurity Framework.

NIST published draft version number 5 in 
August 2017 with a planned finalization for 
2019. Version 5 is highly regarded as a 
measure improvement with the integration of 
privacy and security in a single framework



STATE DATA BREACH NOTIFICATION LAWS

• 50 State laws

• What constitutes personal information?

• 19 states – health information

• When is a notice required?

• Who must be notified?

• Timing of notice

• What information must be included in notice

• Method of delivering notice

• Other state-specific requirements, i.e., data security

• Exemptions vary and may not be complete (about 34 states have 
HIPAA exemptions)

• Applicable industry-specific laws

• Applicable international laws



DELAWARE - WHAT IS A “BREACH OF 
SECURITY”?

• “The unauthorized acquisition of computerized 

data the compromises the security, 

confidentiality, or integrity of personal 

information.”

• Some states include “unauthorized access” in this 

definition.

• Some states expand data to include both paper and 

electronic.



DELAWARE -WHAT DATA MUST BE 
PROTECTED?

• Personal Information 

• Social Security number

• Drivers license number

• Credit/debit card numbers with 

security code or password

• Passport number

• Username and password or 

security question and answer for 

online account

• Taxpayer identification number



DELAWARE -WHAT DATA MUST BE 
PROTECTED?

• Personal Information (medical)

• Medical history

• Medical treatment by healthcare 

professional

• Diagnosis of mental or physical 

condition by healthcare 

professional

• DNA profile

• Unique biometric data used for 

authentication purposes



DELAWARE -WHAT DATA MUST BE 
PROTECTED?

• Personal Information 

(insurance)

• Health insurance policy number

• Subscriber identification number

• Unique identifiers used by health 

insurer to identify person



NEW DELAWARE NOTIFICATION 
REQUIREMENTS

• Person who “owns or licenses” computerized data must 
provide notice to Delaware residents affected by breach within 
60 days of determination of the breach,

• Unless “after an appropriate investigation,” the person reasonably 
determines that the breach is “unlikely to result in harm,” or

• Unless the personal information is “encrypted” and the breach did not 
include access to the “encryption key” that could render the data 
readable, or

• Unless a law enforcement agency determines that notice will impede a 
criminal investigation and requests that the person delay providing 
notice.

• Person who “maintains” data for others must provide notice to 
owner/licensor immediately following the determination of a 
breach.

• Attorney General must be notified if breach involves >500 
individuals



DELAWARE - WHAT IS A “BREACH OF 
SECURITY”?

• “The unauthorized acquisition of 

computerized data the compromises the 

security, confidentiality, or integrity of 

personal information.”

• Some states include “unauthorized access” in this 

definition.

• Some states expand data to include both paper and 

electronic.



DELAWARE -CONTENTS OF NOTICE

• Delaware Attorney General’s Office has posted sample 

notification templates on its website: 

https://attorneygeneral.delaware.gov/fraud/cpu/securitybreac

hnotification/

• Typical notice requirements:

• General description of the incident

• Type of information that may have been compromised

• Steps to protect information from further unauthorized access

• Contact information (e.g., email, 800-number)

• Advice to affected individuals (e.g., credit reporting, review account 

activity)

https://attorneygeneral.delaware.gov/fraud/cpu/securitybreachnotification/
https://attorneygeneral.delaware.gov/fraud/cpu/securitybreachnotification/




SPECIAL REQUIREMENTS AND EXCEPTIONS

• Social Security numbers: one year of “credit 

monitoring services” at no cost to Delaware 

resident.

• Login credentials for an online account: clear and 

conspicuous notice delivered to resident online at 

the IP address customarily used by such resident 

• Person who maintains its own notice procedures 

consistent with Delaware law as part of an 

information security policy



Incident Response Issues



Contain the Incident/Capture the extent of the damage 

Take steps to minimize additional damage

Keep detailed records

Scale the response team as appropriate

Execute Communication/Crisis Management Plans

KEY INCIDENT RESPONSE STEPS

1
2
3
4
5



www.dlapiper.com

.

INCIDENT SCOPING 
QUESTIONS

• Can you describe the event you have experienced?
• When and how did you discover the event?
• Has the availability to provide data/services been affected?
• Have requirements for the availability or recovery of this data/services been determined?
• Does the reported event meet the criteria for escalation?

Standard Incident Profiling

• Has the availability to provide data or 
services been affected?

• Have you identified any indicators of a 
malicious cyber-attack?

• Is the cyber-attack contained?

Security Response

• What is the nature of data related this event?
• Does the data described or relate to specific 

persons?
• Has the availability to provide data or services 

been affected?
• Was the data protected with password or 

encryption?
• Was the password or encryption key also 

included with the lost data?
• Is this data anonymized or masked?

Breach Response
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CYBERSECURITY & 
SOCIAL MEDIA TIPS



CYBERSECURITY TIPS

• Guard your devices

• Use strong Username/Password practices

• DO NOT CLICK ON ATTACHMENTS AND LINKS THAT 

ARE IN ANY WAY SUSPICIOUS/UNEXPECTED

• Use multi-factor authentication on all accounts

• Think twice before connecting to Public Wi-Fi

• Update apps regularly

• Practice operational security in Fin Tech (secure 

websites; limited credit card and bank account 

exposure, credit monitoring)



CYBERSECURITY TIPS

• Turn off Bluetooth and Wi-Fi when not needed

• Enable Location Services only when needed

• Know your Apps – and privacy/security settings

• Back up your data and devices regularly

• Think before you post – especially on social media

• Report all suspicious behavior or security events

• Save the evidence of suspicious or malicious conduct

• Educate yourself and others about new cyber developments



SOCIAL MEDIA PRESENCE



RESOURCES

Delaware Supreme Court Commission on Law & Technology
“Leading Practices:  Data Security” 
http://courts.delaware.gov/declt/datasecurity.aspx

National Cyber Security Alliance, “Stay Safe Online” Resources – October 2018

https://staysafeonline.org/stay-safe-online/

FTC Start with Security: A Guide for Business (lessons learned from FTC cases) – June 2015
https://www.ftc.gov/system/files/documents/plain-language/pdf0205-startwithsecurity.pdf

United States Computer Emergency Readiness Team, “Cybersecurity Tips” – October 2018
https://www.us-cert.gov/ncas/tips

Center for Internet Security, 20 Critical Security Controls for Effective Cyber Defense (Version 7.0), -- March 2018
https://www.cisecurity.org/critical-controls.cfm

U.S. Department of Justice, Best Practices for Victim Response and Reporting of Cyber Incidents – September 2018
https://www.justice.gov/criminal-ccips/file/1096971/download

Legal Cloud Computing Association, Cloud Security Standards for Law Firms
http://www.legalcloudcomputingassociation.org/standards/#section1

http://courts.delaware.gov/declt/datasecurity.aspx
https://staysafeonline.org/stay-safe-online/
https://www.ftc.gov/system/files/documents/plain-language/pdf0205-startwithsecurity.pdf
https://www.us-cert.gov/ncas/tips
https://www.cisecurity.org/critical-controls.cfm
https://www.justice.gov/criminal-ccips/file/1096971/download
http://www.legalcloudcomputingassociation.org/standards/
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